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ICT Platforms become Critical Infrastructures of our Society

Connected
Cars

Connected
Utility

Connected
Patients

Industry 4.0

Smart Digital City
Smart Environment
Public Safety

60% of all innovation by electronics

Intelligent traffic-management to save CO2 and
to increase traffic efficiency

Intelligent energy production, distribution and
use - renewable energy — smart grid

Energy management at home- smart home
New energy storage

Closed loop healthcare - Telemedicine for new
widespread diseases — diabetes, cardic
insufficiency, overweight

Prevention and care; Lifestyle management

Sensor networks for production
Cloud services
Real-time information

Environmental sensors

Smart sensors for public security

Citizen information systems, eGovernment
Citizen contribution

Internet of Things (IoT) — Cyber Physical Systems (CPS)
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Essential ICT-Security Problem T

420.000
Virus signatures
(malware)
per day !!

Increased system complexity, /
dynamic behaviour 2> /

decreasing system /
understanding Awareness
A Market added value +

cost

_ for enterprises
Increased complexity of the attacks = and societ
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The end of classical security protection. y No 100% security
Risk management

e
. Increase the resilience
Increased networking and use of ICT ) New methods in order
increases the dependency - critical to minimize the
Infrastructure (Cl) % 10 allow to nrakid| negative effects -

(Pariiieter security _ encryption_,
: Privacy&Security by

06.05.2014 | 11:31 | (DiePresse.com) - Symantec/Norton

ST o Design,
----- CAIS, CIIS

Millennials Patient Cars Home Enero Environment
smart systems - M2M, CPS, IoT 3


http://www.e-karnevalskleidung.de/horroraccessoires-grabstein-rip-todeskopf-57-cm.html

Cyber Crime is In its Dimension a very young py | | Pr—
Discipline

400 000 000

= Malware insgesamt

Total number of malware samples
1984-2015

8 years!!

Letzte Aktualisierung: 28.05,2015 13:59 Copyright ©@ AV-TEST GmbH, www.av-test.org
Dimensions of ,Bot networks* Ofcom, UK, 2014 CERT Austria. 2014
) WETIRES 12 WD ek 1,658 cyber attack 16.000 cases — security risk
= Conficker: 10 Mio PC's attempts : _
, 72.000 support actions for enterprises
= Zeus: 3,6 Mio PC's October - November
QUELLEN:
= http://www.av-test.org/de/statistiken/malware/ 4

= http://www.trendmicro.de/media/ds/anti-malware-nss-labs-datasheet-de.pdf



Many different attack vectors Py | | Pr—

Technical Human behaviour Attacks in several _
vulnerabilities + + steps + Space & time

Human user - Usability

= Simple/well known pass words b= R

= USB Stick ;E?_. aikha i el )

= Use of an email of a well known colleague or Pishing: Spam emails for input of
even from the boss — ,CEO Fraud® pers. information

Phishing, Watering Hole Attacks = Heabestaniage

= E-mails, ,drive-by-infection* (manipulated Website T;ﬂL _f"::c:f““u?: e
which is waiting for a visit), online advertising HL il /
,malvertising* T Heartieed Anfage .

.i.'e nn du wirkdich dabis,
EEEEEEEEE Sddd4 ..J!Id' “hiak™ semr

"hlak -1':':':': ...ec‘-e‘: "'. magen,
feilveiise sere dl'.\!'l

SW-Failures/Design Failures - ,Vulnerabilities” Angreifer
= Zero-Day Exploits (e.g. heartbleed 2014)

) failure® in operation 90% of attacks on well known vulnerabilities, 2015 Verizon Data

, Username: admin Breach Report

= No or low level security pass words Pass word: admin
’ Missing SW-Updates (Zero-day eXp|0itS) 98% of Websites have vulnerabilities,
,Safety — Security problem* ..._itgovernance, 11. 6.2015

Search engines

Special systems - scan of the Internet

= Manipulated HW+SW (,Backdoors")




Effectiveness — attackers versus defender Alemm

attacker:
Only 7 days in order to

exploit vulnerabilities
(down to 1 day)

defender:
176 days for organisations in
order to close known

vulnerabilities
(up to ,never*)

, Safety — Security Industry
problem*

Source: it governance, Businesses dangerously slow to react to vulnerabilities, June 30, 2015 by Neil Ford.
NopSec’s 2015 State of Vulnerability Risk Management report has found that it takes cyber criminals just 7 days to successfully exploit a
vulnerability. It takes 176 days for organisations to address known vulnerabilities and you have a recipe for disaster.

10.03.2016 6
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SW-Vulnerabilities — Business Issues

, Stagefright 2.0“ Vulnerability, 10.2015 (1)
= 1,4 Billion Android Smart phones

= Possibilities of attacks via music- and Video files (MPEG3
MPEGA4 Files)

,...Bisher gibt es fur das von Zimperium offengelegte

Angriffsszenario noch keinen Patch. Weder von Google selbst,
"' noch von anderen Herstellern. Ob Google im Rahmen seines

monatlichen Patchday-Programms schnell reagieren wird,
ANDROID SMARTPHONE bleibt abzuwarten...."

= 87% of all Android Phones operate with SW with known
vulnerabilities — due to missing patch management (2)

s GobiGita

Android issue: HW - OS dependancy + complexity of the OS

variations + economy of scale

10/03/2016
Quellen: (1) www.inside-handy.de, (2) Studie Uni Cambridge http://androidvulnerabilities.org/press/2015-10-18



http://www.inside-handy.de/
http://androidvulnerabilities.org/press/2015-10-18

Advanced Persistent Threats (APT)

targeted attacks (“spear-phishing”) based on several steps
of kind, time and space

I. Get Access — Understand the target

1. Social Engineering Internet
= get access

2. Initial Intrusion - exploit

[ 1. Initial Intrusion Corporate |
weaknesses | — et |
n configura_lt_ion error, SW : Pateee S ves || Emal | [Sc/workstation | |
vulnerability, stolen login | : :
information, etc. N ———m —
3. Expand Access - strengthen b l. Expand Access
foothold : DataSAquisit'mn SIZ:ata Ap:lic.ation Control Clients \l
erver grver ver
= stays invisible in the system | :
- |
= access control system from within | Realtime ) - Telecontrol | ScADA |
the trusted environment \__loemmiever] T L Servers | Metwork |
4, Gain Control 50870 03, DNF
= send fabricated control messages (— A N = " 1
I Serial Port RTU / PLC DCS
| Server V |
Attacks over weeks or months. | ' - Field |
Attack well-defined for a dedicated purpose; e e Devices |

Basically no means to detect the attack. e IV. Gain Control




Cyber Security is not at all just a technical problem

Top management Challenge A false sense of security on
outsourcing (cloud)

Missing  Security is not a
awareness pusiness priority

Product units develop IT
functions based on virtual
IT services (outsourcing)

Cyber
Security
overnance

Today”s SW which should
competence vs. IT stay unchanged

technologies of

tomorrow Industry Units not properly staffed
5 - or lack of qualified/trained
m Safety Secu”ty Problem personnel on information

Automatic security topics

SW updates
, ClIO Problem*
-
A
P N o

Top Management Visibility

As part of the CFO Domain not
linked to strategic
product/business objectives
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* Architectures, Processes for Cyber Attack ': . £ th K
Privacy & Security for future IT Information etection of the unknown

systems System gn Ikfrllown .
 IT Cloud systems eli-learning systems
| Big Data Analytics

o Critical infrastructures (smart grid,

- s

Privacy & : ClIS ol

Industry control systems)

v

Selguri_ty by Cyber Incident Y- eP-d-u:
SN Information - '”ﬂ? '”ﬂf“ '”ij“";~--
encryption Sharing Frg | Feg | PR

GRID SECURITY

e Trustful & secure information
exchange — machine and
human readable

* Processes, structures

* Cyber Situational Awareness

Management

« Methodologies, models, tools * Firewall, virus scan (allow/prohibit)

« Critical infrastructures * Training of employees

* National security * Processes, Info-classification

» Basics for specification of * Penetration Tests, DPI ov\e@‘
100312016 minimum standards for ClI * Vulnerability Management, SIEM N\\W‘

« CISO-"CEQO”, CERT, ISO 2700x



Security Is a societal issue

Digital

Transport

TITUTE
Y
x
g $ 4
Smart /Connected\qndUStry\/ Smart ) eHealth
City Cars 4.0 grid




Thank you for your attention!

Helmut Leopold
Head of Digital Safety & Security Department
helmut.leopold@ait.ac.at

AIT Austrian Institute of Technology
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